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Vancouver Island University

VPN Installation for WINDOWS XP

Create a New VPN Connection

1. Go to Start - Settings = Control Panel (or Start = Control Panel)
2. Open the Network Connections window

a. InClassic view select Network Connections

b. In category view click Network and Internet Connections then select Network Connections
3. Under Network Tasks click Create a new connection — this will start the New Connection Wizard

Metwork Ta (2]

I-Ll Creakte a new conneckion

& Change Windows Firewall
settings

4. Select Connect to the network at my workplace

Hew Connection Wizard
Metwork Connection Type
what do you want to do?

() Connect to the Internet
Connect to the Intermet zo you can browse the 'Web and read email.

(%) Connect to the network at my workplace

Conhhect to a buginess netwark [using dial-up or YPM] 20 you can work from home,
a field office, or anather location.

) et up an advanced connection

Caonnect directly to another computer uzing your zerial, parallel, or infrared part, or
get up thiz computer so that other computers can connect to it
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5. Select Virtual Private Network connection

P -1

Mew Connection Wizard

Metwork Connection
How do pou want to connect to the nebwork. &t your workplace?

Create the following connection:

(") Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Metwork [ISOM] phone line.

(%) ¥irtual Private Metwork connection

Connect to the network uzing a wirtual private network, [YPR] connection over the
Intermet.

[ ¢ Back ” et » l[ Cahcel

6. Type in a name for this connection (e.g., Vancouver Island University)

r ~

New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Name

Yancouver sland University

For example, you could type the name of your workplace or the name of a server you
will connect to.
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7. Select the Do not dial the initial connection radio button (you may not see this window)

-

.New Connection Wizard

Public Metwork
Windows can make sure the public netwark, iz connected first,

Windows can automatically dial the initial connection to the Internet or othier public
netwiark, before establizhing the virtual connection.

{#) Do not dial the initial connection.

(3 Autornatically dial this initial connection:

I < Back ” Mest = ] I Cancel
8. The Host name for the connection is vpn.mala.bc.ca
Mew Connection Wizard
YPN Server Selection
Wwhat iz the name or address of the WPMN server?
Type the host name or Internet Protocol [IP] address of the computer to which vou are
connecting.

Hozt name or IP address [for example, microsoft com or 157.54.0.7 J;

wpn.mala.bc.cd
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9. Make this connection available to anyone who uses your computer, or just for your own use

Mew Connection Wizard

A connection that e created for your uze only iz zaved in vour user account and iz not
available unlesz you are logged on.

Create thiz connection for;

(%) Anpone's use

(3 My uze anly

Connection Availability
“'ou can make the new connection available to any uzer or only to yourself.

[ ¢ Back ” M ext > ][ Cancel

10. Click Finish to complete, you can add a shortcut to your desktop for this connection

7

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

¥ancouver Island University

The connection will be saved in the Network
Connections folder.

Add a shortcut to this connection to my desktop

To create the connection and close this wizard, click Finish.

[ < Back ][ Finish ] [ Cancel
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Configuring your Connection

11. The connection window will open. Do not log in yet, click on Properties

[

User name:

Password: |

[] Save this user name and password for the following users:

Me only

Ao who uses this computer

[ Connect ][ Cancel ][ Properties ][ Help ]

12. Click the Security tab and confirm that the Typical [recommended settings] radio button has been
selected

—~

- Vancouver Island University Properties @E

[~

| General | DptiorEJ Security lNelwotking | Advanced |

Security options
(®) Typical (recommended settings)

Validate my identity as follows:

I Require secured password E‘

[[] Automatically use my Windows logon name and
password [and domain if any)

Require data encryption [disconnect if none)

() Advanced [custom settings)

Using these settings requires a knowledage 2
2 e = | Settings.

of security protocols

IPSec Settings...

[ 0K ][ Cancel ]
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13. Click on the Networking tab. The QoS Packet Scheduler is not important, but make sure that
Internet Protocol (TCP/IP) and Client for Microsoft Networks are checked

Vancouver Island University Properties @

| General | Options | Security Metworking | Advanced

Type of WVPN:

| Automatic |+ ‘

Settings

This connection uses the following items:
= Internet Protacal [TCPAIP)
™ J8) 005 Packet Scheduler

O @ File and Printer Sharing for Microsoft Networks
l%! Client for Microsoft Networks

[ Install... ] [ Uninstall ]

Description

Allows other computers to access resources oh your computer
using a Microsoft network.

[ 0K J[ Cancel ]

14. If you are running Windows® XP with Service Pack 2, please proceed to Step 15 to configure the

Windows® Firewall. If you are not running Service Pack 2, click OK to close this window and proceed
to Step 19

www.viu.ca/technology
August 28, 2009
Page | 6




Technology @ VIU

ik
Firewall Set-up instructions for Windows XP® (Service Pack 2)

15. Click on the Advanced tab. Under Windows Firewall click the Settings... button

v "]
Vancouver Island University Properties

General | Options | Security | Networking | Advanced

Windows Firewall ‘
Help protect my computer and network by Seftings

\ limiting or preventing access ta this
computer from the Internet
Interet Connection Sharing ‘

[] Allow other network users ta connect through this
computer's Internet connection

Learn more about Intemet Connechion
Sharing.

[ oK ] [ Cancel

16. Ensure that your Windows® Firewall is turned on

€ Windows Firewall

General |Exceplions Advanced

“w'ing irEwall helps protect your computer by preventing unautFioeeag users
'gaining access to pour computer through the [nternet or a network,

@ (%) On [recommended)

This setting blocks all outside zources from connecting to thiz
computer, with the exception of those selected on the Exceptions tab.

[] Don't allow exceptions

Select thiz when pou connect to public networks in |
: a3 airports. Viou wil L]

Firewall blocks programs. S elections on the Exceptions tab will be

ignored.

@ ) OFf [not recommended)

Avoid using thiz zetting. Turning off YWindows Firewall may make this
camputer mare vulnerable to viuses and intruders.

Windows Firewall iz using pour domain settings.

Wihat elze should | know about 'Windows Firewall?

Ok, l ’ Cancel
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17. Click on the Exceptions tab, Click Add Port...

©

General | Exceptions | Advanced

windows Firewall iz Blocking incoming network connections, except for the
programs and ervices selected below. Adding exceptions allows zome programs
to work Better but might increase your security rizk.

Programs and Services:

REIE

[ File and Prirter Sharing
[ tenu

Remote Assistance
Rernate Desktop

O UFnP Framework,
otk station

WS_FTP 95

[ AddProgiam.. | [ AddPor. |[  Edi.

Dizplay a notification when Windows Firewall blocks a program

Wihat are the rigks of allowing exceptions?

[ 0k l [ Cancel

18. In the Name field enter VPN; in the Port Number field enter 1723

Choose TCP and click OK,

click OK again to save settings and close the Firewall window

Add a Port

-,

[lze these zettings to open a port through Windaws Firewall. To find the port
number and protocol, congult the documentation for the program or gervice you
want o uze.

Port number: | 1723

Wwihat are the risks of opening a port?

Mame: VFM

®TCP (O uUDP

-
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Logging into VPN

19. You should be back at the VPN Connection window. Enter your Capitan username and password
(you may need to enter capitan) in front of your username) or the window may have a field for the
domain.

F'Co'nhect Vancouver Island University '

User name: capitanthillespi

Password: essscceee

[] Save this user name and password for the following users:

Me only

i Connect ][ Cancel ][ Properties ][ Help ]

20. You should now be connected. You will see an icon in the system tray indicating an active VPN
connection (it looks like two connected PCs). Double-clicking on this icon will bring up the VPN
Status window

Vancouver Island University Status E]
General | Details|
Connection
Status: Connected
Duration: 00:05:13
Activity
Sent —— ?] ——  Received
i
Butes: 273,995 445508
Compression: 4% 1%
Erors: 0 0
I Properties ] [ Disconnect ]
.

] vpn Installation Win ... Dés’ﬁt’iﬁ"ii cz o M ,) 1:31 PM
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Disconnect from VPN

Use the Status window to disconnect from VPN when you are done. Or you can right-click on the
connection and select Disconnect

e._‘,].‘,»f vork Connection -3 ~
"'l
) Bac > ﬁ P ) search /i~ Folders v
Address 1@‘, Network Connections ‘,ﬂ £
- 1394 Connection - Hagar
Network Tasks A) Q—l Connected vjﬁ\] Disconnected
g M 1394 Net Adapter . . ;
[5] Create a new connection e ¥ Vancouver Island University Status
& Change Windows Firewall - Local Area Connection —~ - "
settings "> Connected General | Details |
T_ A _ Intel(R) PROJ100 YE Netwark ...
= Connection
See Also A /]h \fancoure; Island University Status: Connected
.. ' Connected . 3 05
) Network Troubleshooter C_o» WAN Miniport (PPTP) Duration: 00:05:13
Other Places A 5
[ Control Panel
‘,'—3 My Network Places Activity
{2} My Documents =2
i$ My Computer Sent —— ~—  Received
>
il
Details S Bytes: 273995 445,508
Compression: 4% 1%
Network Connections
System Folder Errors: 0 K
[ Properties ] ’ Disconnect ]
5

‘net Explorer 'ﬂ\ (m Shack - Remote Desk. .. | 3 windows Explorer @_] WP Installation Win ... ]" Desktop W@ _\’ (v ¢/ 1:31PM

Mapping to your U: Drive and Shared Network Drives

Once connected to VPN you can map to your U: Drive or other shared Network Drive. For information go

to the VIU Technology Website (http://www.viu.ca/technology) and click on Working off Campus =
VPN — Virtual Private Networking

Troubleshooting

For information about troubleshooting your VPN connection or problems with mapping to a drive, go to

the VIU Technology Website (http://www.viu.ca/technology) and click on Working off Campus = VPN —
Virtual Private Networking.
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