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S-WISP: Secure. Fast Reliable.

What is S-WISP and why should | use it? S-WISP is an alternative wireless network to WISP. S-WISP
is faster than WISP, and it is also more secure: data transmitted over S-WISP are encrypted, meaning
they cannot be deciphered by others on the network. This is very important if you use wireless
networking for confidential transactions such as accessing your student record, online banking, and online
shopping by credit card.

Who can use S-WISP? Use of S-WISP is limited to VIU students and employees, and is subject to the
terms and conditions specified in Vancouver Island University’s Policy on Use of Information
Technology.
S-WISP pre-requisites:

e Windows XP

e Service Pack 2 for Windows XP, which you can download from the Microsoft® website at
http://www.microsoft.com

o A wireless network card/adapter that supports WPA (Wi-Fi Protected Access) security as
well as the 802.11b or 802.11g (Wi-Fi) wireless networking standard. If your wireless network
card/adapter does not support WPA security, you may be able to update it by installing recent
drivers for your card. Check the card/adapter manufacturer’s web site for updated drivers. Other
driver download sites include http://driversplanet.com, http://www.driverzone.com,
http://www.totallydrivers.com, or http://www.driverguide.com.

e You must use Windows to configure your wireless connections, rather than a third-party
utility.

e AVIU network account: a DISCOVERY account for students and a CAPITAN account for
employees

Configuring S-WISP [one-time only setupn)

Open the Control Panel (available in the Start menu). Double-click on the Network Connections icon.
If necessary, switch to Classic View by clicking the “Switch to Classic View” link on the left side of the
Control Panel window.

@

Metwork
Connections

Right-click on the Wireless Network Connection icon and select Properties.

\Wireless Network Connection
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In the Wireless Network Connection Properties dialogue box, click the “Wireless Networks” tab and
configure the following settings:

. L YWireless Metwork Connection Properties ? .
Check the box next to “Use Windows to P |—|rzl
configure my wireless network settings” General | Wwiresless Metworks | Advanced

If you do not see the Wireless Networks tab, |Jze Windows to configure my wireless network, settings

you may be using a third-party utility to manage
your wireless connections. You may need to
uninstall your utility in order to switch to
Windows for wireless settings management.

Axvallable nebworks:

Ta cannect ta, discannect friarm, ar find out rmore infarmation
about wirelezs netwarks in range, click the button below.

Wiew Wirelezs Metworks

If you choose to uninstall your third-party utility, s

H FTeremed nelWorg s
you d-O so at y.our own risk. If you do nOt_Want [ Autamatically connect bo available networks in the order listed
to switch to Windows, but rather keep using o
your third-party utility, you can try adapting the il
settings described in this guide to your utility.

Click the Add button. \

Maove down

[ Add... H Remove ][ Properties ]

Learn about zetting up wireless netwark

configuration,

[ ok, H Cancel l

Under the Association Tab, configure the following settings:

s-wisp properties

If the Network name (SSID) field is blank,

type “s-wisp” in the field. \::QSSDCEHDH.% Authentication | Connection |
| |

Metwork. name (S510): i$-wi$|:u

Wirelezs network key

Choose WPA from the “Network Thiz network requires a key for the following:
Authentication” drop-down list. Mok Aphsticanan [

Data encryphion;

Note: If WPA doesn't appear in the drop-

down list, download and install Windows XP
Service Pack 2 (www.microsoft.com) and the
latest drivers for your wireless network card.

Choose TKIP from the “Data encryption” _
drop-down list. Ley index [adva ! l

Click the Authentication tab at the top of the
dialogue box. | ok || Ccancel
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Under the Authentication Tab, configure the following settings:

s-wisp properties

Choose Protected EAP (PEAP) from the
“EAP type” drop-down list.

Ensure that the two check boxes are not
checked.

e
e

Click the Properties button.

Assaciation | Authentication | Connection|

EAP type: E Protected EAP [PESP)

[] Authenticate as computer when computer information is available

[] Authenticate as guest when user or computer information is
unavailable

][ Cancel ]

In the Protected EAP Properties dialogue box, configure the following settings:

Check the box next to “Validate server certificate”.

Check the box next to “Connect to these servers:” and
type the following into the server field, exactly as shown:

raza.discovery.mala.bc.ca;king.discovery.mala.bc.ca

Do not include any spaces on either side of the semi-
colon separating the server addresses.

Do not check any boxes under “Trusted Root
Certification Authorities”. Do not check the box next to
“Do not prompt user to authorize new servers or trusted
certification authorities.

From the drop-down list under
“Select Authentication Method”, select
Secured password (EAP-MSCHAP v2).

Check the box next to “Enable Fast Reconnect”

m—)>

Click the Configure button.

> lSecured password (EAP-MSCHAP v2)

Protected EAP Properties

‘When connecting:

Validate server certificate

Connect to these servers:
[ raza.discovery.nala.bc.ca;king. discovery.mala.bc.ca

Trusted Root Certification Authorities:
[[] ABA.ECOM Rook CA A
[] autoridad Certificadora de la Asociacion Nacional del Motaria —
[] autoridad Certificadora del Colegio Macional de Correduria P
[[] Baltimore EZ by DST
E] Belgacom E-Trust Primary CA
|:| C&W HKT SecureNet CA Class &
|:] C&MW HKT SecureMet CA Class B
£ i

~

[:] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

3 [<ovore.. ]

Enable Fast Reconnect

OK ][ Cancel ]
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Ensure that the check box in the EAP MSCHAP v2 Properties dialogue box is NOT checked.

EAP MSCHAPY2 Properties X

When connecting:

Atomatically use my Windows logon name and
Fsword (and domain if any).

| [ Cancel ]

Click OK on the EAP MSCHAP v2 dialogue box,
Click OK on the Protected EAP Properties dialogue box.

In the s-wisp properties dialogue box (it may be labeled ‘Wireless Network Properties”),
Click on the Connection tab
Check the box next to “Connect when this network is in range”.

s-wisp properties @

Association | Authentication | Connection l

Automatic connection

Whenever this network is detected, Windows can connect
# matically.

[V]iCoknect when this network is In range

[ 0K ][ Cancel J

Click OK, and click OK again.

Restart your computer.
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Open the Control Panel (available in the Start menu) and e:,
Double-click on the Network Connections icon: Network
Connections

r Wireless Network Connection
Mot connected

T e Dell Wireless WLAN 1350 WLA...

Right-click on the Wireless Network Connection icon and
Select View Available Wireless Networks from the shortcut menu.

YOU W||| see the WirEIESS i) Wireless Network Connection = B X
Network Connection “NetworkTasks ——— | Choose a wireless network
dialogue box.
e Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

: 2 Set up a wireless network i ~ Vvalidatingidentity %
If th_e S'\_lel? entr_y say§ ™ For a home or small office )
“Validating identity”, click 3 ailll
once on the entry fto selectit  pelated Tasks s ( requires a netwo ou are curre cte
and click on the Disconnect

: i) Learn about wireless

button at the bottom right b

Change the arder o i
(Double-clicking it yields the *p,:;';?fed.feiﬁvf:kg ((ﬁ)) v

same result.) 4 Change advanced Unsecured wireless network II“U

settings

Network Tasks

Now, select the s-wisp entry

. ' g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
and click the Connect button el

at the bottom right.

<) Set up a wireless network
for a home or small office

(( 5 )) s-wisp Manual Y

a Security-enabled wireless network (WPA) anilill

(Again, double-clicking it

yie|ds the same resu“:.) g Related Tasks This network requires a network key, If you want to connect to this network,
click Connect,
¢ _g/ Learn about wireless
networking
§"g Change the order of wisp
2 preferred networks ((i))
£ Change advanced Unsecured wireless network Il[]m]

settings
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Windows will initiate your connection to s-wisp.

Wireless Network Connection @
-

Please wait while Windows connects to the 's-wisp' network.

Waiting For network to be ready. ..

( L ]l Cancel l

A balloon will appear above the wireless connection icon in the taskbar. Click on the balloon.

‘ ¥ Wireless Network Connection

Click here to select a certificate or other credentials for
connection to the network s-wisp

o)

Dt ,
R WO g 11 12:05 PM

In the Enter Credentials dialogue box,
User name: Enter your Discovery or Capitan account username
Password: Enter your account password
Logon domain: Type DISCOVERY (for student accounts) or CAPITAN (for employee accounts)

Click OK.

Note: You will only have to enter your credentials once, the first time you access S-WISP. If the Enter
Credentials dialogue box shows up again, verify your username/password combination by logging in to a

Enter Credentials @

wired connection.

Lser name: I myusername l

Password: l secsssce l

Logon domain: { DISCOVERY l

[ OK ] [ Cancel J
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You will now see a second balloon above the wireless connection icon in the taskbar.
Click on this balloon.

7] Wireless Network Connection @

Click here to process your logon information For the network
5-wisp

| =ik

You will see a Validate Server Certificate message. Click OK to this message.
Note: you will only see this message the first time you connect to S-WISP.

¥Yalidate Server Certificate L

The Root Certification Authority for the server's certificate is: _A_|
Thawte Premium Server CA

If this is the correct certificate, click OK to connect and you will not see

this message again. Click CANCEL to drop connection,

e

iz

View Server Certificate l

Cancel

Wait while Windows finishes connecting to the S-WISP network (this may take several seconds.) The
Wireless Network Connection dialogue box will indicate when you have connected successfully.

HuUriigu i,
(« ﬁ)) s-wisp Connected 3¢
' Security-enabled wireless network (WPA) BBD“ f

wisp

(@)

Accessing files on your U: Drive

You can access files on your U: drive (but not in your “My Documents” or Desktop folders) via S-WISP.
See our handout: Accessing your U: drive from your Laptop.

You can print to campus printers from your own laptops via S-WISP.
See our handout: Printing from Your Windows Laptop.
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